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TABLE 2.4 Purpose and methodology of store-and-forward and realtime telemedicine

Purpose

Store-and-forward

Real-time

Enical

Patient data and digital images sent
via email direct to the specialist for
diagnosis and management advice

Videoconferencing used for
clinical consultations involving
the patient, primary care
provider and the specialist

Educational

Educational and training material sent
by email in the form of tutorial notes,
audio or video resources

Lectures transmitted via video-
conferencing to multiple sites
simultaneously

Administrative

Administrative information regarding
meetings and other associated require-
ments may be mailed or sent by fax

Audio/video conferencing
may be used for interactive
discussions between participants
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Bandwidth

The minimum network bandwidth requirement is
dictated by the clinical information to be transmitted
over the network.

A variety of factors determine the amount of
bandwidth required between telemedicine centers.
These include the availability of the existing
infrastructure at each center and possibility of having a
communication link between centers through local
communication service providers.

With rapid developments, the operational costs of
transmission of telemedicine data has been steadily
falling.

Advances in associated technologies such as data
compression significantly reduce transmission times
and offer enhanced capacity for sending information.



* The information carrying capacity of different
telecommunication technologies is important
because it affects the availability, quality and

affordability of information in a telemedicine
system.

* Important requirements of a telecommunication
technology in relation to telemedicine are:

— Audio : Sound fidelity
— Still images : Image resolution

— Video images :Completeness and quality of motion
depicted

— Amount of information transmitted in a given time:
Transmission speed



Types of telecommunication Technologies
* P lain Old Telephone Service (POTS)

— It is the low end of the spectrum and includes a voice by
phone or radio.

— Easy and cheap, it is generally sufficient for 30-40 percent
of teleconsultations.

— For telemedicine purposes line modems are required to
provide digital communication interface between two
points using telephone lines.

— With POTS digital signals can be transmitted at data rates
upto about 56Kbps.

— This service is adequate for still images and hence for
applications such as teledermatology and telepathology.

— They can also be effectively employed for transmission of
compressed images in teleradiology applications from
digital modalities such as CT, ultrasound, MRI etc.



— Images from plain films can also be sent when
compressed by enhanced JPEG and wavelet methods.

— POTS network is not suitable for real-time 30 frames
per second video, even at very poor resolution.

— They cannot be used for PACS and uncompressed
teleradiology applications due to their inability to
handle large sized files

— POTS network has filters which put a limit on the
banwidth to approximately 3.3KHz to make it more
suitable for voice related applications.

— |f there were no such filters , the same copper wires

have the capacity to pass frequencies upto to MHz
regions.



ASYNCHRONOUS TRANSFER MODE

Increasing applications of multimedia data and their
transmission.

ATM — Universally preferred for Broadband
Integrated Services Digital Network (BISDN).

ATM has capability and capacity to handle
multimedia data.

ATM has good bandwidth flexibility.

ATM is an ITU-T standard ( International
Telecommunication Union-Telecommunication
standardization sector standard.

ATM provide high speed data transmission due to the
transmission of data as fixed sized cells with error
correction protocols.



“Asynchronous” refers to capacity of ATM to
change bit rates and traffic patterns in
accordance with the demand.

“Transfer mode” refers to the multiplexing
capabilities in transmission and switching
multiple types of network traffic.

ATM provides fast and reliable access to web-
based applications and real-time transmission of
multimedia content, hence preferred for
telemedicine applications.

ATM facilitates Virtual reality applications (VR)as
may be required in telesurgery applications.



ATM transmission has the advantage of
operating at the rate of gigabits per second
along with fiber optic cables.

In spite of the several advantages of ATM, its
use is not very common at the user level.

The ATM network cost is very high that it
tends to be prohibitive for most telemedicine
applications.

ATM networks hence have found only a few
telemedicine applications directly.



SATELLITE COMMUNICATION

Satellite technology has been widely used for
implementing telemedicine projects to remote and
isolated areas that lack terrestrial communication facility.

It provides high bandwidth connectivity in shortest
possible time.

What are satellites?

Height of the satellite above earth overcomes the
problem of curvature of the earth’s surface for
communication over long distances.

Telecommunication  satellites uses: point-to-point
telecommunication, mobile communication, direct
broadcast which include relaying telephone calls and
television signals.

These facilities are of great significance for practice of
telemedicine.



Mostly used to implement telemedicine projects
relating to mobile situations such as military units
or ships in oceans.

If the cost of satellite transmission reduce in
future, they may become competitive with ISDN.

A satellite functions as a repeater- uplinking and
downlinking at different frequencies.

Transponders in the satellite perform the function
of receiver, frequency changer and transmitter.

Need of filter?

The signals are delivered by the carrier waves
which are modulated by amplitude frequency or
other methods.



Transmitted signals are usually multiplexed.

Several satellites operating on different bands are
used to meet the enormous transmission
requirements. Different satellites are
distinguished by the beam width of the antenna.

Satellites for Communication operates in the geo
stationary orbits (36000Km above earth surface).
Geostationary satellites?

IUT guidelines- has to be separation of 2 degrees
between two satellites. 180 satellites can operate
at time in GSO.



 The satellite body is designed to carry a no of
transponders or repeaters which determine the
capacity of the satellite.

* INSAT series of satellites have typically 12/18
transponders in various frequency bands. Typical
bandwidth of a transponder is 40 MHz.

C band 5.925 to 6.425 3.7t04.2
Extended C band 6.725 to 7.025 45t04.8
Ku band 14 to 14.5 10.95to 11.7

* Internationally Ku Band popular and widely used,
can support traffic with smaller antenna size
compared to other frequency bands but
susceptible to rain outages.



Worldwide Interoperability for
Microwave access WiIMAX

A wireless broadband technology that delivers
Wi-Fi type connectivity over a much higher
operating range.

A point-to-multipoint last-mile broadband
wireless solution.

WiM1lax name created by WiMAX forum which
describes it as a standards based technology, an
alternative to cable and DSL.

Two types: LOS (Line — of - sight)and NLOS
system.

WiMAX is based on IEEE 802.16 standard.



Objective is to improve the delivery capacity
up to 75 Mbps/channel for fixed and portable
applications in a typical cell radius of 3-9km.

For mobile networks 15Mbps within a typical
cell radius of upto 3km.

A good choice for telemedicine providers in
both fixed and mobile environments.

Wi-Fi covers moderate to high speed data
communication in a short range whereas
WiMAX provide access over long range in
outdoor environment.



Global System For Mobile
Communication (GSM)

Wide area second generation wireless standard

Uses digital radio transmission to provide cellular
communication.

GSM is the name of a standardization group
established in the year 1982.

Most widely used cellular technology and has
wide international coverage.

Uses 200kHz RF channels which are time division
multiplexed.

GSM digitizes and compresses data.



Privacy is assured by ciphering of the digitally
encode speech.

Its frequency bands are 900MHz, 1800MHz, and
1900MHz.

Data rates upto 9.6kbps.

Good speech quality, low cost, good spectral
efficiency and international roaming.

Specify the functions and interface requirements
and not the hardware.

Equipments from different vendors could be
used.

Subscriber Identity Module(SIM) can be used in
any handsets.
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Unit-II

Medical data security



ETHICAL AND LEGAL ASPECTS OF TELEMEDICINE

CONFIDENTIALITY, PATIENT RIGHTS AND CONSENT

 The guiding principle behind this legal perspective
is the concept that information is to be held
confidential if its release has the potential to injure
a person either emotionally or materially.

* Irrespective of their legal system, most democratic
countries now base their modern practice of
patient confidentiality on the following three
guidelines:

— There exists a basic right of patients to privacy of their
medical information and records.

— Patients privacy should be observed unless waived in a
meaningful way.



-Information disclosed should be limited to that
information or portion of the medical record needed
to fulfill the immediate and specific purpose.

* The legal force of these and additional
guidelines may differ not only form
country to country but also from state to
state in federal nations like USA.

 Telemedicine creates special problems
due to the involvement of non-clinical
personnel in teleconsultations.



Videoconferencing system and multimedia data exchange

* Videoconferencing or Video Teleconferencing(VTC) system is a
set of interactive telecommunication technologies which enable
two or more locations to interact via two-way video and audio
transmissions simultaneously.

* This is achieved through the use of cameras which capture,
display monitors which display the received video,
microphones to capture audio and speakers to play received
audio along with the networking technology which carry out
transmission and reception of data.

* Several models of video conferencing systems are commercially
available.

* Videoconferencing technology revolves around three areas:
Terminal equipment, data transfer systems and standards.



Videoconferencing system based on PC, software
data compression and broadband internet
connectivity have become affordable at a
reasonable cost.

Continuous improvements in quality coupled
with falling prices will make VTC an essential part
of telemedicine.

Any medical device that produces a digital signal
can be used with VTC systemes.

These peripherals enable the specialist to
examine the patient from a remote place.

Electronic stethoscope, Ottoscope, general
examination camera, dermascope, etc.,



ECG tracings and video endoscopes can be used
in conjunction with VTC equipment to transmit all
types of digitized data about the patient.

The analog video output from the echo-
cardiograph machine can be directly connected
to the videoconferencing equipment.

The data transfer rate should be greater than
512kbps.

Greater opportunities for value addition of
continuing education programme using VTC
technology.



Video Display

Two types of display devices: projectors, flat
screens

Projectors: large view, large audience, cost less
than flat screen display. There are problems of
glare from windows and overhead lighting.

Flat screen LCD or plasma display: Can operate
in varied light conditions, the effect of ambient
light on image quality is insignificant. The
viewers should be at a distance between 2 to 6
times the diagonal size of the screen. Displays
with HD( high definition) are common now.



* |n many cases, dual monitors are used.
— One to display the incoming video.
— Other for call control and data sharing related to the application.

* Avideo recorder should be included in the system for
recording incoming video.

Types of connections which are used to connect the video
images from the codec to the display determine the quality of
the image are:

Composite video

e A composite video signal is the most commonly used
analog video interface.

* Also referred as CVBS, which means color video blanking
and sync or composite video baseband signal.

* It combines the brightness information, the color
information and the synchronizing signals on just one cable.
Has low video resolution( 300+ lines on monitor screen)

* Yellow-video signal, Red and white — stereo audio signal.



S-Video: Super-Video technology

Video signals are transmitted over a cable by
dividing video information into two separate
signals: one for color and the other for
brightness.

Provides sharper images than composite
video, as it provides higher resolution, usually
500 lines.

S-video cable consists of 4 pins. Two GND pins,
one for color and other for intensity.



Component video:

Split the color information into three ways.

It consists of luminance, Red- luminance, and

Blue-

Sync

uminance.

oulses for both horizontal and vertical

are delivered on the Y-channel.

Five cables: 3 for video and 2 for stereo audio.

Higher resolution at 2000 lines.
Mainly used for HDTV and DVD players.



HDMI (High-Definition Multimedia Interface)

* |t is a Digital video/audio signal format which
is more and more widely used.

* Video data together with embedded audio at
extremely high bitrates

* Transmits uncompressed video/audio in digital
form.

* High resolution video and high quality audio
sound.



RGB format:

* Computer monitors are designed for RGB
signals. Most digital video devices, such as
digital cameras produce video in RGB format.

* They look better in computer monitor. When
output on a television, they look better in S-
video format than in composite format.

 Video frame rate common values are 1, 30,
60. VTC generally uses 30fps and 384 kbps
bandwidth. Some brands use 60fps and
512kbps. This gives near TV broadcast quality
pictures.



Audio components

An important component in VTC system.

Necessary characteristics for full duplex
transmission are echo cancellation, noise
suppression and audio mixing.

They are influenced by the location, size and
qguality of microphones and speakers

Loopback test commands available in VTC
systems.

Audio mixers

* Multiple sounds combined into one or more
channels, allows to adjust volume and tone
(timbre)



Three types: Analog mixers, digital mixers and powered
mixers.

Microphones

A transducer which convert acoustic energy into electrical
signal.

Several varieties available: based on physical design, size,
shape and mounting method.

Frequencies of audio signals are limited to 7KHz in VTC
systems.

Preferred types of microphones for VTC systems :

Personal video conferencing: headworn type and lapel type.

Lapel type: mic fixed to clothings, headworn type attached
to headgear.

They isolate incoming and outgoing signal thereby eliminate
echo or reverberation effect.



Room VTC systems:

* High quality omni-directional microphone is
mostly preferred.

* They are flat in shape.

* They cover sound around a large flat surface
like conference table.

* Several smaller directional microphones can
be placed throughout the room.

* Wireless would eliminate cables running
across and offer mobility.



Network Considerations For The Video Conferencing Systems

 VTC systems have been in existence since the
introduction of the television technology.

* With the introduction of ISDN during 1980s, at a
minimum assured bitrate of 128 kbps provide
acceptable quality of video. But require highly
expensive equipment, software and networks.

e Standards-based technology for use by general
public at a reasonable cost available by 1990s.

e VIC systems depends to a large extent on
bandwidth and data rates used for transmission.



Data security in Telemedicine systems

Points at which the data could be at risk include:

— Data capture stage : Wrongly identified
participants in the telemedicine process, Lack of
control to data access.

— Communication stage : Cross-talk on point-to
point links, involvement of intermediaries such as
internet browsers, problems in data management
in store-and-forward mode of telemedicine.

— Data review and storage stage : Long term
electronic and physical files (disc, tape, paper),
Incidental information ( cache memory, printouts).



Typical security risks when working with
Internet:

 Hacking: Refers to all activities that exploit
weaknesses in software and computer systems.
Intent may be to steal or alter data.

* Malware: A piece of software developed with the
specific intention of attacking a computer. Include
software like viruses, worms and Trojans.

* Phisher: Phishing is an attempt to play fraud on email
to gain unauthorised access to secured information
contained therein. This is done to target a specific
group of people or an organisation.

e Spam: An Unsolicited advertising materials that are
put on the internet. Result in wasting network
resources such as bandwidth and storage space in
mailbox with junk.



Security is a fundamental requirement for
telemedicine applications.

Security strategies are designed to safeguard the
privacy, authenticate, authorise, and maintain
integrity of the data transmitted and received in a
telemedicine system.

Security elements include storage security,
network security and data encryption.

Security assessment in a telemedicine setup
involves evaluation of as to who has been
authorised for access to the system. This should
include all the elements of the system such as
computer terminals, servers, communication
equipment, videoconferencing and network
switching devices.



In secure telemedicine system, it is necessary to
establish the identity of the user by employing an
authentication mechanism.

The telemedicine system must then determine
the rights of the user provided in the user profile.

Based on this information, the user has to work
with data under defined roles, e.g., create, add,
view data etc., based on the identity of the user
and the roles the user have.

Health care information systems managers often
face a challenge to ensure that there is easy and
secure access to the data.



Components affecting the secure healthcare
systems are as follows:

* Confidentiality :Applies not only to the
transmitted data but also to data held by devices
and that the information is made available only
to those who are authorised.

* Authentication: Involves all parties in the
telemedicine process to provide a means of
proving their identity before they can get access
to the system. The medical professional is
validated before allowing access to patient data

by using passwords, tokens, digital certificates or
biometrics.



User Authentication

Confidentiality

Medical
data

Data Integrity

Availability

Non-repudiation




e Access control: control access data stored or
transmitted, multilayer security, password, user
ID.

* Firewalls: To prevent unauthorised users getting
access to a private network, which are connected

to the internet.
— All messages entering or leaving the system pass
through the firewall, which examines each message

and blocks those that do not meet the specified
security criteria.

— Keeps track on the traffic going out from it.

— There are several types of firewalls which include
packet filtering, circuit level relay, and application
Proxy.

— Use of firewalls result in slower performance.



The wusual focus of firewall is to prevent unintended
external access to a network, but they can also prevent the
unintended transfer of internal data to the external
network.

the application firewall configuration operates in the
application layer. It operates by monitoring and potentially
blocking the input, output and system service calls that do
not meet the system policy of the firewall.

There are two basic types of firewalls, network based, host-
based application firewalls.

Network based firewall is also known as proxy based
firewall or proxy gateway.

It inspects the traffic, blocking the specified content such as
certain websites, viruses, or attempts to exploit known
logical flaws in client software.

It does it by comparing with the look up table and if it is not
in the restricted list, then it is passed to the network.

A host-based application firewall can only provide
protection to the applications running on the same host.



Encryption

Communication networks are viewed by a community
of people. In contrast hospital records are meant only
for a limited no. of authorised people.

Cryptography is the art of protecting information by
encrypting it.

Encryption provides security for information while in
transit or in storage by converting the plain text into
unreadable format called cipher text.

It is a scheme which scrambles contents of a message
using mathematical schemes and algorithm.

Decryption is the process of converting cipher text into
plain text. This is done in conjunction with the use of
secret keys.



Only those who have the cryptographic keys
(basically random numbers) can decrypt the
message.

Cryptographic keys : Public key ,Private key

Public key- available to everyone via publicly
accessible directory.

Private key is kept confidential to its
respective owner.

With public key cryptography each person gets
a pair of keys.



Any telemedicine application system must include the following
security measures built in the system:

* List of persons including doctors, paramedical staff and others who
are authorised to have access to patient’s health related
information.

 Security measures such as using password, fingerprint, and
smartcard.

* Encryption used for storing medical and associated data.

* Encryption used for transmitting medical information over
networks.

Security and privacy of data can be ensured by the following measures:

* Physical security measures: These include access controls, private
networks, firewalls, authentication, encryption, time-sampling.

e Specific measures: For securing email and web servers.
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